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Work Protected.
The intersections between Communications, People & Data.



2©2020 Mimecast. All Rights 
Reserved.

it’s where 
work happens

email & collaboration
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email & collaboration

it’s also where risk
is concentrated
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People Data

How our primary work surface…

Work Surface

Communications
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became our primary risk surface

Email and Collaboration Risk

Technology Fallibility

Employee Error

Malicious Actors

Risk Vectors

People Data

Communications
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Exploitation

Global dependence amplifies risk
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Picture the hackers

The Basement Hacker

Sophistication

Low High

Resource

Low High

Motivation

Coin Chaos

The Nation State

Sophistication

Low High

Resource

Low High

Motivation

Coin Chaos

Perceived Threat

Low High

Perceived Threat

Low High
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Hackers are united by our new work surface

The Basement Hacker The Nation StateThe Organized Criminal
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Exploitation

Email is still how business gets done
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91% of breaches
still start with email
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▪ Personal + Domain Impersonation

▪ People Targeted Spear Phishing

Impersonation & 
Supply Chain Compromise 

▪ Attackers Spread Laterally 

▪ Watch Your Communications

Advanced Persistent Threats

▪ Links Get Clicked 

▪ Credentials Are Stolen

User Credential Theft

▪ Exfiltrate Your Data

▪ And Deploy Ransomware

Ransomware 
& Data Loss

It's a multi-faceted problem

Email and Collaboration Risk

People Data

Communications
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People Data

Communications

Industry Response: Proliferation of point products

▪ Email Security ▪ Awareness Training ▪ Phishing Simulation▪ Message Encryption ▪ Data Leak Prevention

▪ Advanced Phishing Detection

▪ DMARC Management

▪ Incident Response ▪ Resilience ▪ Brand & Reputation ▪ Archive & eDiscovery

Email and Collaboration Risk
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None of our “solutions”
talk to each other

Translating our risk strategy to the 
board is impossible

Attackers are more agile 
than we are

No chance of hiring, training and 
retaining staff to cope

Our team spends their day managing 
technologies, not risk

My total cost of ownership
is through the roof

This complexity challenges security teams

Email and Collaboration Risk

People Data

Communications
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RISK     COMPLEXITY

More Time Spent Managing Technology
Not Risk

People Data

Communications
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Complexity | Consolidation

Dependence | Diversification

Economics | Effectiveness

Simplicity | Sophistication

Productivity | Protection
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How do we strike the balance so that we can 

WORK PROTECTED?
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The Mimecast System

SUITE

MESH

PLATFORM

Where your 
work 

happens
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The Mimecast System

Data Ingestion and Correlation Providing Highly Contextual Threat Intelligence

Always-On Cloud Service Delivering Scale, Resiliency, and Speed of Deployment

Continuous End-User Protection with AI, Machine Learning, and Social Graphing
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A multi-faceted attack targeting…

People

of credential attacks 
blocked by Mimecast 
target Microsoft 36561%

of cyber
attacks start 
with email 91%

Average number of 
days to contain 
malicious insider*306

Ransomware & data loss 
is the top concern for 
security professionals #1

Communications

Data

*IBM Cost of a Data Breach report 2022

YOUR WORK SURFACE
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Your work surface becomes… 

People

Communications

Data

*IBM Cost of a Data Breach report 2022

YOUR RISK SURFACE

Supply Chain + 
Impersonation

Email Borne
Threats + Malware

Spear Phishing + 
Credential Harvesting

Advanced Persistent + 
Insider Threats

Human Error + Low 
Security Awareness

Data Loss + 
Ransomware

Limited Security 
Tool Integration 

Whaling + Business 
Email Compromise
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People

Communications

Data

YOUR RISK SURFACE
Data Analytics

Protect 
Communications

Protect 
People

Protect 
DataSUITE

MESH Mimecast Extensible Security Hooks

Service FabricPrecision Detection PLATFORM

The Mimecast System at Work
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SIEM

SOAR FIREWALL

EDR + XDRCASB

ITSM TIP(s)

SANDBOX

The Mimecast System at Work

Communications

Data

Data Analytics

SUITE

MESH

Protect 
People

Protect 
Communications

Mimecast Extensible Security Hooks

Service FabricPrecision Detection PLATFORM Data AnalyticsService FabricPrecision Detection 

Mimecast Extensible Security Hooks

People

Protect 
Data
Protect 
Data

Protect 
Communications

Protect 
People
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Trusted
Communications

Safe 
Data

Savvy 
People

Work Protected.

Come and find us at Booth C10. 


